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vBlade Software

Product Brief

vBlades are user-defined partitions of a physical blade,
used to consolidate multiple virtual machines onto a single
physical server. Virtual machines running on a vBlade can
be automatically and securely moved anywhere in the
PAN, which simplifies the administration of physical and
virtual resources in the data center.

An extension to Egenera® PAN Manager™ software, Egenera® vBlade™ software
enables a simplified way to configure, allocate, repurpose and manage both
physical servers and virtual machines through a single management interface.

vBlade software integrates industry-leading virtual machine (hypervisor) technology
to create “vBlades,” which are user-defined partitions of a physical blade, used

to consolidate multiple virtual machines onto a single physical server. Through

its integration with PAN Manager, customers can easily allocate either a full blade
or a partition of a blade based on the needs of the application. This approach
eliminates the complexity of managing virtual machines and physical servers

in different ways, and eliminates the need to add another domain expert into

the IT organization.

In addition, virtual machines running on the Egenera® BladeFrame® system have
automatic access to the complete range of Egenera virtualization services, includ-
ing N+1 automatic failover, N+1 disaster recovery, resource pools, BladeFarms™,
suspend/resume, live migration, security and other capabilities. With full system
redundancy and integrated failover, high availability and disaster recovery, the
BladeFrame system with vBlade software provides the optimal platform for
managing virtual and physical servers running production business- and mission-
critical applications.

Management Simplicity

Egenera PAN Manager with vBlade software provides a single interface for managing physical
processing resources, virtual machines, virtual devices attached to servers, and the security,
monitoring, and provisioning of services—all from a single lights-out management interface.

Single management interface that eliminates complexity of another management domain.
Egenera vBlade software eliminates the need for multiple management products for physi-
cal servers and virtual machines running on the Egenera BladeFrame system by providing
a single environment for configuring, allocating, repurposing and managing both types

of resources.

Consolidated I/0 reduces physical complexity. The reduction in physical I/O complexity
is attractive for virtual machine management due to the large overhead required for
redundant network and Fibre Channel connections.

Resource partitioning enables the secure control of storage and network resources.

PAN Manager with vBlade software securely controls network and storage device access

to only the virtual servers that are granted the appropriate permissions and access. Virtual
machines may be automatically moved between physical blades without zoning, configura-
tion changes or pre-configuration requirements.
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Reduced I/0 complexity for 12 servers hosting virtual machines
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High Availability and Disaster Recovery

With vBlade software from Egenera, virtual servers within the Processing
Area Network (PAN) can take advantage of the same levels of high
availability, N+1 failover, disaster recovery, dynamic repurposing and
other critical services available for physical blades through Egenera

PAN Manager software:

Infrastructure high availability. The PAN provides:

= Automatic path redundancy for networking, storage and console
resources with integrated software multi-pathing and network
load balancing

= Redundancy within the hardware infrastructure design (redundant
fabrics, controllers, etc.)

= N+1 hardware failover and application high availability services

Up to 24% fewer servers with global N+1 hardware failure. The PAN
provides the ability to allocate a single processing resource to provide high
availability for up to 71 other processing resources (running hundreds of
virtual machines).

Disaster recovery. The PAN simplifies disaster recovery (DR) processes
(automated change control of infrastructure), lowers management costs,
and increases the efficient use of DR resources. Changing the underlying
architecture with a PAN can lower the capital and operational cost of
implementing DR by 80%, while enabling 15 minute recovery times
with 100% success.

Security

By tightly integrating leading server virtualization technology with PAN
Manager software, vBlade software offers substantial security benefits
compared to traditional servers running server virtualization solutions.

= Hosts are booted each time from read-only ISOs that are stored separately
in Egenera® Control Blade™ (cBlade™) modules and cannot be changed
at run-time

= Hosts are not accessible from networks exposed outside of the PAN,
limiting network visibility and intrusion opportunities

= PAN Manager provides easy configuration management for hardware
capabilities that may pose security threats, such as [NX] and [XD]
instructions and hyperthreading

= PAN Manager makes host and guest configuration and boot logs available
in order to assert security consistency and perform analysis of potential
exploit attempts

= The PAN Manager virtualized I/O layer provides seamless propagation of
guest network and disk connections during migration from one physical
host to another over a secure (private VLAN) internal network, without
additional configuration by the end user. PAN Manager ensures that
disk and network resources are only in active use by one guest at a time
during this process

= PAN Manager takes advantage of the built-in security features of the under-
lying hypervisor technology, such as fair share load balancing between
guests and prevention of guest-to-guest communication by default

= PAN Manager’s logical partitioning design allows hosts and guests from

different companies or groups to securely coexist on the same hardware
chassis with no visibility between them

vBlade Facts

= Egenera’s first vBlade implementation utilizes XenEnterprise™, a compre-
hensive virtualization solution from XenSource, Inc., based on the open
source Xen™ hypervisor

= vBlades allow the customer to run a pServer on a partition of a pBlade
(a defined amount of CPUs and memory)

= Up to 32 vBlades can be defined for each physical pBlade, depending
on the amount of physical memory available

= Each vBlade has a completely separate operating system instance—it has
its own CPUs and memory, and behaves just like a standalone server

= The Linux guest operating systems are supplied as modified (paravirtualized)
images, which are provided by XenSource and distributed by Egenera

= Windows guests are unmodified, and consequently require pBlades with
Intel VT or AMD-V virtualization technology
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